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Manual privind depasirea mesajului de securitate pentru cele mai uzuale
browsere de internet.

Platforma de raportari online disponibila pe site-ul www.arr.ro poate fi
accesata prin linkurile indicate din imaginea de mai jos care va va diriona  cdtre
site-ul www.raportarionlinearr.ro.
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In cazul in care accesand pagina de raportiri intampinati un mesaj de
certificat, aveti mai jos solutia problemei pentru fiecare browser de internet in parte,
detaliata in imagini pas cu pas.

Odata executata aprobarea certificarii browserul vaine minte starea, ulterior
la urmatoarele accesari ale paginii respective nemaifiind nevoie de executarea
acestor pasi.
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Internet Explorer

Windows L
Internet
Explorer

In Internet Explorer se va face click pe “Continue to this website (not
recommended)”, urmand ca apoi sa fiti directionati catre site-ul de raportari.
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@ Certificate Error Mavigation..,

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website has expired or is not yet valid.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

W@ Click here to close this webpage.

@' Continue to this website (not recommended).

= More information
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Google Chrome

GO ugl(’. chrome

In cazul Google Chrome, trecerea la platforma de raportiri se va face
accesand butonul “Accesati oricum”.
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Certificatul de securitate al site-ului nu
prezinta garantie!

Afi incercat & accesati raportarionlinearr.ro, dar serverul a furnizat un
cerificat emis de citre o entitate care nu este de Thoredere pentru sistemul de
operare al computerului dvs. Acest lucru poate insemna c& serverul a generat
propriile sale acreditiri de securitate, pe care Google Chrome nu se poate baza
pentru informatii de identitate sau este posibil ca un atacator 53 fhcerce 53
intercepteze comunicatiile dvs.

%4 recomandam 54 nu continuati, mai ales daca nu ati mai vazut niciodata
acest avertisment pentru acest site.

Accesati oricum [ Inapoi la zona sigura

P Ajutd-ma si inteleg
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Mozilla Firefox

mozilla

Firefox

Pentru cei ce folosesc browserul Mozilla Firefox, etapa de confirmare a
certificatului se va face din mai multi pasi:

1. Se va face click pe butonul “I Understand the Risks”
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y This Connection is Untrusted

You have asked Firefox to connect securely to raportarionlinearr.ro, butwe can't confinm that your
conhection is secure,  _

MNarmally, when you try o connect securely, sites will present trusted identification to prove thatyou
are going to the right place, Howewver, this site's identity can't be verified.

What Should1Do?

If wou usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me out of herel

Technical Details

m

rapottarionlinearrro wses an invalid security certificate,

The certificate is not trusted because no issuer chain was provided,
The certificate is only walid for waoennraportarionlinearr.ro
The certificate expired on 04.07.2013 18:37, The current time is 29.10,2013 09:30,

{Error code: sec_error_unknown_issuer)

I I Understand the Risks I
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2. click pe butonul “Add Exception...”
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If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Getme out of here!

Technical Details

raportarionlinearrro uses an invalid security certificate,

The certificate is not trusted because no issuer chain was provided,
The certificate is anly valid for wanan raportarionlinearr.ro
The certificate expired on 04.07.2013 18:37, The currenttime is 29,10,2013 09:30,

(Error code: sec_error_unknown_issuer)

m

If you understand what's going on, you can tell Firefox to start trusting this site's identification, Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's 3 good reason why this site doesn't use trusted
identification,

Add Exception..

3. Ca urmare a accesdrii butonului respectiv, se va deschide o fereastra numita
“Add Security Exception”, unde se va apasa butonul “Confirm Security Exception”,
buton ce va face posibila adaugarea site-ului respectiv n lista de exceptii

-
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ou are about to override howe Firefox identifies this site, [

k.

s . Legitimate banks, stores, and other public sites will not ask you to do this. it

to
Get Certificate

Certificate Status

This site atternpts to identify itself with invalid information,

Wrong Site

Serser

Location:

Certificate belongs to a different site, which could indicate an identity theft.
Outdated Infor mation

Certificate is not currently valid, It is irmpossible to werify whether this identity was
reported as stolen or lost,

Unknown Identity

m

ven if
Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure sighature,
Permanently store this exception
Igonfirm Security Exception I I Cancel ] [
. 32 -
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OPERA BROWSER

OPERA

software

Pentru browserul Opera trecerea peste certificat se face accesand butonul
“Continue Anyway”

E Opera L-:"J_‘m
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X &= |@ raportarionlinearr.ro |

Invalid certificate

Opera cannotverify the identity of the serser
"raportarionlinearr.ro”, due to a certificate problemn, The server
could be trying to trick you, Would you like to continue to the
server?

I Continue Snyaay I Cancel
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SAFARI

8 SAFARI

Pentru browserul SAFARI se va face click pe butonul ,,Continue”
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Safari can‘t werify the identity of the website “raportarionlinearr.ro®,

a wwebsite that is pretending to be “raportarionlinearr.ro”, which
could put your confidential information at risk, Would you like to
connect to the website amnway?

J [ Cancel ] [ Showr Certificate

ﬂ' The certificate for this website is invalid. You might be connecting to
»

Orice observatii, neclaritati, probleme de conectare se vor semnala la adresa
de email: raportarionline@arr.ro.
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